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DID YOU KNOW?

Facts & Figures about IoT

e The COVID-19 pandemic has accelerated IoT adoption globally - source

e According to IoT Analytics, in 2020, for the first time ever, the number of active IoT connections (e.g., connected
cars, smart home devices, connected industrial equipment) surpassed the number of non-IoT connections (e.g.,
smartphones, laptops, and computers). By 2025, it is expected that there will be more than 30 billion IoT
connections, or almost 4 IoT devices per person on the planet - source

e The enterprise IoT platform market will grow to $7.6 billion in 2024 with a 31% CAGR. Growth is driven by
both on-premises and cloud deployments by the manufacturing, transportation and utility verticals, among
other sectors. IoT PaaS is set to be the key enabler of IoT digital scenarios - source


https://explore.vodafone.com/iot-spotlight-report-2020
https://iot-analytics.com/iot-2020-in-review/
https://www.gartner.com/en/documents/3983783/forecast-analysis-enterprise-iot-platforms-worldwide#:~:text=The%20enterprise%20IoT%20platform%20market,enabler%20of%20IoT%20digital%20scenarios.

THE RAPID EXPANSION OF 10T HAS
OPENED A PANDORA’S BOX FROM A
SECURITY PERSPECTIVE

MORE INFO:
Security Blog
Cyber Threatscape Report

Security call to action: IoT
(video)
Security call to action: IoT

(slideshare) Smart Connected Products security capability



https://www.accenture.com/us-en/blogs/security
https://www.accenture.com/gb-en/insights/security/cyber-threatscape-report
https://www.youtube.com/watch?v=qMq12MrPQ9w&ab_channel=AccentureTechnology
https://www.slideshare.net/AccentureOperations/security-for-the-internet-of-things-a-call-to-action-58159891
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SECURITY RISKS IN THE
INTERNET OF THINGS

By any chance, did you start a phrase today saying "Alexa", "OK, Google" or "Listen, Siri"? If so, you may have endangered
your home or business. The Internet of Things (IoT) is growing exponentially, but many people are still unaware of the risks
of smart devices. From Internet Segura programme belonging to Agéncia de Ciberseguretat de Catalunya (Cybersecurity
Agency of Catalonia) we have worked on an article to help raise awareness of the dangers of having poorly configured IoT
devices at home and 6 simple tips on how to avoid exposure. This trilingual INFOGRAPHIC on IoT - a joint project of the

Internet Segura program of the Cybersecurity Agency of Catalonia and the ANTI-PHISHING WORKING GROUP
EUROPEAN FOUNDATION.

By @internetambseny @apwg_eu #ECSO #Cyber Awareness

AGENCIA DE
CIBERSEGURETAT
DE CATALUNYA

CHECK OUT THE INFOGRAPHICS:
Infographic in English & Spanish
Infographic in Catalan



https://apwg.eu/when-an-iot-device-comes-home/
https://internetsegura.cat/ciberseguretat-internet-coses-iot20/

CYBERSECURITY STANDS AS THE
NIPRAGIEN MAIN OBSTACLE FOR THE
SERNEOEOM  DEVELOPMENT OF INDUSTRIAL 10T



https://aliasrobotics.com/ris.php

Cyberwatch

More info and a free
demo of the product:
Here

Monitoring vulnerabilities on IoT devices can be very hard based on network
constraints: your devices can have a very low bandwidth, restricted network
accesses, or irregular Internet connection.

A first approach consists in maintaining locally a copy of deployed devices, and
assessing the wvulnerabilities of your fleet based on your lab sample. Another
approach is to fetch data from your fleet based on technical telemetry, and to assess
the vulnerabilities of your deployed devices based on the actual data your received.
Cyberwatch provides a complete Vulnerability Management solution, deployed on
premise, able to scan your vulnerabilities in both agent-based and agent-less modes.
Moreover, Cyberwatch provides an air-gap assessment engine, to scan your assets
based on direct data fetched from your telemetry with no direct connection
between our scanners and your devices.


https://cyberwatch.fr/en/

- enigmedia

BUILDING CUTTING-EDGE 10T & OT
CYBERSECURITY TO PROTECT DIGITAL
TRANSFORMATION

Industry digitisation is about connecting industrial assets to get value from data and remote operations for enhanced
efficiency, cost-reduction, and creation of new business models. Enigmedia aims to protect digitisation initiatives,
securing data collection, communications on site and between remote sites, and IoT & OT network protection by
developing advanced cybersecurity solutions. The company was founded in 2011, based on a patented system that
allows encrypted communications with a negligible latency. This is critical for industrial and IoT communications. Just
to give an example: in IT a latency below 100ms has no impact and is considered “real time” as the user cannot see any
difference. However, in machine-to-machine communications, latency requirements are below 5/10ms! Indeed, with
the advent of 5G we will see more strict time requirements.

More information can be found here.


https://enigmedia.es/

Smart home privacy: o ERICSSON

With IoT devices becoming more prevalent, the users of these devices - and their behavior - are increasingly
being observed and recorded. In this setting, it's important to be aware of the data being collected and what it
could reveal. Even the simplest data could reveal a lot of information, either on its own or when combined
with other data sources. A poorly configured IoT deployment could turn out to be as intrusive as the paparazzi
taking covert photographs of celebrities. Can we learn something from how celebrities deal with these privacy
intrusion attempts? This blog looks at the data paparazzi problem and gives tips for how to improve your
privacy.


https://www.ericsson.com/en/blog/2021/1/smart-devices-and-privacy

HOW TO FACE SECURITY?
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check out this course



https://magazine.exprivia-italtel.com/la-cybersecurity-un-bene-dal-valore-intrinseco
https://www.exprivia.it/it/cybersecurity-ottimizzare-gli-investimenti-per-ridurre-il-rischio-complessivo/6222/exprivia-threat-intelligence-report3q-2020.php
https://www.udemy.com/course/iot-fundamentals/?referralCode=6DBD7E295686E4905700

FIRMELYZER

DISCOVER 10T VULNERABILITIES IN A SAFE,
AGENTLESS AND PRIVACY PRESERVING MANNER

Firmalyzer brings in-depth visibility of OT/IoT device vulnerabilities into your vulnerability management programme.
It can be deployed as a standalone solution or integrated with your existing IT asset management and vulnerability
assessment solution, providing continuous risk monitoring of IoT assets in enterprise networks without requiring
network traffic collection or installation of software agents on IoT devices. Firmalyzer analysis dashboard will present
security posture of all OT/IoT devices across different departments of your organisation that includes devices with
critical and high risk vulnerabilities, devices with outdated firmware and discontinued devices that no longer receive
firmware updates from the vendors. Firmalyzer not only detects publicly known wvulnerabilities in IoT devices, but
more importantly, it presents you with the deep firmware level vulnerabilities that are not found in public
vulnerability databases such as CVE records that are widely used by traditional vulnerability scanning solutions.

More information can be found here.


https://www.firmalyzer.com/

~ Fraunhofer

AISEC

JOIN THE WORKSHOP:
In German
In English

How safe is your IoT product?

Are you working on a product or service and would like to assess the security
level? Do you want to know, if your current IT security concept meets the
desired requirements or if you missed wvulnerabilities? In this workshop,
scientific security experts will review your (upcoming) IoT product.

The workshop addresses individual companies and allows to discuss a specific or
upcoming IoT products, concepts or services with an individual selection of
senior security analysts of Fraunhofer AISEC in all relevant sub-areas to get an
external expert view. You receive immediate recommendations that you can
implement.


http://www.cybersicherheit.fraunhofer.de/lagebewertung
https://www.cybersicherheit.fraunhofer.de/security-assessment

EMBEDDED DEVICES AS A

~ Fraunhofe
SECURITY HOLE ~ Fraunhofer

MORE INFO on the
workshop:
Here

/


https://www.cybersicherheit.fraunhofer.de/de/kursangebote/iot-sicherheit.html

2021 predictions:

F-Secure. ™™  [IASS 10T FAILINGS WILL
SPARK ANOTHER MIRAI-
LIKE ATTACK

Another worm or Mirai-like attack will occur in the next 1-3 years and reoccur periodically until effective quality
control measures that address the security and privacy of internet-connected devices are widely implemented.

Read F-Secure's blog here.


https://blog.f-secure.com/mass-iot-failings-will-spark-another-mirai-like-attack-2021predictions/

THE INTERNET OF
THINGS (10T) AT HOME

£5aptain



https://gaptain.com/blog/el-internet-de-las-cosas-iot-en-el-hogar/
https://gaptain.com/blog/
https://gaptain.com/educacion-digital-familiar/
https://gaptain.com/blog/el-internet-de-las-cosas-iot-en-el-hogar/

ey DESIGNED AS THE ENABLER FOR THE
|OT SECURITY ECOSYSTEM



https://globalplatform.org/
https://globalplatform.org/
https://globalplatform.org/sesip/

Internet of Things:

10T SECURITY 3T +1M
FRAMEWORK HUAWEI

True to its name, the Internet of Things (IoT) interconnects the things of our physical world and makes them available
to applications. Owing to its potential direct impact on the physical world, security is of paramount importance in IoT.
IoT security introduces technological challenges at the device, network and platform level. In addition, there is the
process challenge of orchestrating the security technologies in an end-to-end manner. For these challenges, 3 key
security technologies and 1 management capability are essential. In its efforts to ensure continued evolution and
technological innovations in the 3T + 1M security architecture, Huawei considers a wide range a industry requirements
for IoT cloud-pipe-device security, especially differentiated security requirements.

More information on Huawei’s “3T+1M” IoT security architecture can be found here and here.


https://www.huawei.com/minisite/iot/img/hw-iot-security-white-paper-2017-en.pdf
https://www.huawei.com/minisite/iot/img/iot_security_white_paper_2018_v2_en.pdf

s INcibe

INSTITUTO NACIONAL DE CIBERSEGURIDAD

IoT devices are increasingly used by SMEs and become essential for their business. If using IoT devices we must consider some
security procedures and tips to avoid security incidents. IoT devices are now a target for cyberattacks that may compromise, with
serious consequences, our company security. At Spanish National Cybersecurity Institute (INCIBE) web page SMEs could find the
IoT (in Spanish before 2/2/2021) and this (Spanish), with information about:

e Risks in the use of IoT devices. IoT devices can be hacked and become part of botnets from which cybercriminals may launch
other attacks such as denial of service, malware distribution, etc. In addition, IoT devices manage confidential information,
which leakage could compromise companies’ privacy.

e Know your enemy main attack vectors. Vulnerabilities, attacks based on social engineering, insecure communication channels,
etc. Whatever cybercriminals use to compromise the security of IoT devices.

e Security measures to reduce the possibility of suffering a security incident and minimise the consequences in case it happens.


https://www.incibe.es/protege-tu-empresa/tematicas/tematicas-iot
https://www.incibe.es/protege-tu-empresa/guias/seguridad-instalacion-y-uso-dispositivos-iot-guia-aproximacion-el

&6y loT Inspecto


https://www.iot-inspector.com/
https://www.iot-inspector.com/blog/7339-vulnerabilities-underneath-the-christmas-tree/

[a] Tired of dealing with
' " complex passwords ?

USE KEOPASS BIOMETRIC KEY

KeoPass is the first standalone authentication device that generates complex passwords from fingerprints. The
Biometric Key works with all smartphones and computers, via Bluetooth or USB, on any application or website that
requires password authentication (including log-on), without any app/driver installation or API. The KeoPass Key can
also replace existing RFID/NFC badges, adding biometric security to facilities and physical assets, without infrastructure
modification.

KEOPASS

Check it out here!


https://www.keopass.com/index_en.html

IS AP1 SECURITY ON =

% L7 DEFENSE

YOUR RADAR? 4



https://www.l7defense.com/

Internet of Things devices are already ubiquitous and the related security problems are still insufficiently resolved. There
are many risks associated with using IoT devices that users are unaware of. Therefore, care should be taken to raise the
awareness of users. There are many threats related to the use of IoT devices - we use these devices in many applications and
they affect our daily lives either directly or indirectly. We use smart washing machines, TV sets, smart toys, cameras; we
can use them to control the operation of telemedicine devices, for diagnostics and therapeutic purposes. It can be very
dangerous to use these devices intentionally or unintentionally against their intended purpose. This could be possible due to
insufficient security or the emergence of new vulnerabilities. IoT devices are of course also used in military sectors and in
critical infrastructure where security is a key issue. Therefore, NASK (https://en.nask.pl) is participating in the

, as a result of which, by the end of this year, a repository of information about vulnerabilities and exploits in IoT
devices will be created. The repository will be publicly available via . This project is co-financed by the
Connecting Europe Facility of the European Union and the Polish Minister of Education and Science.


https://www.variot.eu/
https://www.europeandataportal.eu/en

PARCOOR ON-DEVICE
MALWARE DETECTION

Embedded systems and IoT objects are spreading at an increasingly fast pace as are attacks targeting them. At Parcoor
we are developing a innovative malware detection solution. Our solution is based on a novel micro-event/deep-
learning approach for protecting microcontrollers at their core. Concretely, in every microcontrollers or system on chip,
we can find registers called hardware performance counters. These are registers of a processor able to count the
occurrences of microarchitectural events that occur there, like branchmisses, LLC-load-misses etc. The idea here is to
deploy deep learning algorithms on-device that will analyse those micro-events and correlate them with the execution
of malware. There are several advantages to this but the 3 main ones are:low bandwidth and no middleware involved
so the surface of attack does not increase, real-time detection and even zero day malware detection (no signature base to
maintain), and last but not least, low energy consumption.

More information can be found here.


https://parcoor.com/

quéd

People connect to and use services through a variety of devices i.e. PCs/Laptops, tablets, mobile phones or other
means. And they typically still sign on for every service with their specific username-password combination. Data
leaks and password thefts make regularly broadsheet headlines, and such cases underline the inadequacy of this
authentication approach. The capabilities of IoT devices, and in particular those of smartphones have opened up the
possibility to exploit user behaviour as additional features for the identification of an individual. Technologies like
interaction behaviour, location patterns, etc. have proven to be efficient of identifying individuals using a certain
observation period. Processing these individual observations together can be used to facilitate passive (for the user)
authentication for accessing devices, services or content. Exploiting sensing data to derive behavioural cues and
identify individuals. Quadible introduces the only solution offering Non Identifiable Unique Factor Behavioural
Authentication, helping businesses mitigate fraud, improve the customer satisfaction while reducing costs. Quadible
offers an Al-platform that continuously authenticates users and devices, without the need of any user input, by
learning the behavioural patterns of the users and the IoT devices.


https://www.quadible.co.uk/

TOP 5 SECURITY
QUESTIONS TO CONSIDER

More information can be found here.


https://www.redalertlabs.com/blog/iot-integration-top-5-security-questions-to-consider

IoT and intelligent Edge
secunet rputin

computing:

Internet of Things (IoT) / Industrial Internet of Things (IIoT) is part of digitisation, for example for Industry 4.0. Understandably,
the focus is primarily on the functional requirements for realising opportunities such as predictive maintenance, remote service
or data transfer for optimised planning. Intelligent decentralisation in the form of edge computing is gaining ground, as data
processing is useful directly on site and directly at the system - e.g. through real-time capability, protocol translations, data
minimisation and consolidation. At the same time, new and attractive cyber-attack surfaces are emerging through malware and
errors. The entire digital functionality and connectivity must therefore be comprehensively protected and should ideally
already be part of the edge infrastructure. Secunet edge addresses these and other challenges of edge computing as an industrial,
multifunctional, secure and trustworthy edge platform.

More information can be found here.


https://www.secunet.com/en/products-solutions/edge/ecso-secunet-edge/

SECURIT
IN.

wiad

circl.lu cases.lu c3.lu

Connected objects have gradually invaded our daily life. The Internet of Things
(IoT) brings together all the sensors and objects connected to the Internet, thus
allowing remote control of our physical environment. Among the new
technological trends, IoT increasingly plays a predominant role.


https://securitymadein.lu/news/iot-is-it-a-blessing-or-a-curse/

UNIVERSITA

S 550 DEGLI STUDI DI BARI
& ALDO MORO

Check it out HERE!
BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN


https://www.samsung.com/it/campaign/smart-things/

THANK YOU!

for your time
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